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1. Introduction . Electrical tabulating machines axe widely used. 1a 
commerce” and industry to reduce the labor Involved In processing or analys- 
ing a large volume of data, or in performing a large mnfcer of manipulations 
or tests on a limited amount of data, or both. She fundamental idea Inherent 
in tabulating equipment such aa that developed by the International Business 
Machines Corporation la the recording of data in the fora of holes punched 
in a card; the holes are used to establish timed electrical circuits which 
control the functions of tha various machines through which the cards are fed. 
The cards are stacked in a hopper of an IBM machine and made to pass between 
a sat of wire brushes and a brass roller; the presence of a hole In a column 
of the card permits tha brush pertaining to that colusn to moke contact with 
the roller, thus completing a circuit and operating an electromagnet. This 
dosing of an electrical circuit at a definite time during the p a nn ag e of a 
card through a machine and from a fined position on tha card la the basis 
upon which the various electrical tabulating machines function. The great 
flexibility of t reatme n t afforded by the IBM system lies In the ability to 
arrange and rearrange the basic data la a form convenient for study, or to 
associate the basic data with other units of Information on tha same or dif- 
ferent cards for the purpose of printing the data, com p a rin g items, accumu- 
lating totals, etc. 

2. Tbs IBM card. Tbs cards used In the IBM system are 3 l/*" x 7 3/8” 
and are made of specially prepared paper stock, strong in wearing quality 
and free from foreign particles which might act as conductors of electricity; 
moreover, the edges have been Impregnated with a hardening composition which 
retards fraying of the edges under use, and thus makes for longer Ilfs of the 
card. Mach card has 80 numbered columns in each of which may ha punched a 
single Item of alphabetical or numerical information in either plain or coded 1 
font. The columns contain 12 punching levels or positions; of these, 10 ere 
Indicated by the printed digits 0 to 9 in the hortsontal li ne s on the card. 



1 By "coding" In this connection is meant a conventional representation of data that may readily be adapted 
to IBM techniques. For example, the numbers 01 to 48 in a specified pair of columns could be used to repre- 
•' sent the 48 States; or the letters "M", “P", ”C". or "T" in a particular column might stand for " monoalpha - 

be tic", "polyalphabetic", "code”, and "transposition", respectively. 
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The nth and 12th punching positions, commonly referred to as the V and 
"y" punches, respectively, are at the top of the card and are not Indicated 
by printed numerals . A hole in one of the levels from 0 to 9 results in the 
recording of that particular numerical datum, vhereas a hole in an "x", "y", 
or 0 punch (called "zone punches”) in conjunction with a numerical punch in 
the same column results in the coding of one of the 2 6 lettere of the alpha- 
bet. The "x" and "y" punches by themselves have control functions in certain 
machine operations; furthermore, these punches are also used for the coding 
of special characters on the Tabulator such as a comma, an asterisk, or other 
symbols. In Fig. 1, below, is Illustrated an IBM card, 2 slightly reduced, 
with alphabetical and numerical data punched in specific groups of columns 




Figure 1. 

designated as "fields." 3 Often it is convenient to use cards specially 
printed with vertical lines to indicate the fields; in addition, the desig- 
nation of the field may be printed on the card. Bach field defines a section 
of the card in which one particular type of information will always appear, 
and it is assigned a sufficient number of columns to include the largest num- 
ber of alphabetical or numerical units which it will be upon to accom- 

modate. 



3. Functions of the punched card . The IBM system, employing a number 
of different machines taken collectively to constitute a working unit, makes 
possible multiple uses of a record in the form of a punched hole or a set of 
holes in the XEM card. A symbol punched in a card can be processed through 
many operations successively, since the functions of the various machines 
are rearranged for those operations through proper wiring of their control 
panels. Specifically, a single punched hole in a card nay cause one or more 
of such operations as the following: 



1 The printing at the top of the columns was performed simultaneously with the punching by a particular type 
of a card punch equipped with this capability; in normal practice, punched cards do not contain such printing. 
The student may find it instructive to cover the printing above cols. 41-71 and read the information with the 
help of the IBM coding shown in cols. 1-40. 

3 Note In dlls case the field comprised by cols. 1-40, and that comprised by cols. 41-75; also note die "x“ 
punch in col. 76, and the "y" punch In col. 80. 
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a. 

b. 



c. 

d. 



It nay add the data represented by it to sene other data; 

It nay subtract the data represented by It from a one other data; 
It nay multiply the data represented by It by aone other data; 
It nay divide the data represented by it into sons other data; 



e. It nay cause the data represented to be listed (i.e. , printed); 

f. It nay cause the data represented to be suppressed; 

g. It nay reproduce the data represented into a different field of 
the sane card, or on a different card; 

h. It nay cause the data represented to be classified, or to be sorted; 

1. It nay cause the data represented to be selected; | 

It nay cause the data represented to be printed on the IBM card; 

k. It nay cause the data represented to produce an automatic balance 
forward; 

l. It nay cause the data represented to be filed properly anong other 
data; - 



a. It nay cause a paper form to feed to a predetermined position or 
to be - ejected autonatlcally, or to space from me position to another; or 

n. It nay cause a total to be printed at the end of a group or class 
of data. 



k. The machines in the IBM system.- - a. The principal machines which 
constitute the Utl system are the following: 

(1) The Card Punch, with which the cards are punched with the infor- 
mation to be recorded; 

(2) The Verifier, which verifies the accuracy of the previously 
punched cards through an operation slnilar to key* punching; 

(3) The Sorter, which sorts the cards in any groupings or classes 
desired (referred to as "major", "intermediate", and "minor" sorts) : 

(4) The Reproducer, which reproduces extra copies of a deck of cards, 
with a rearrangement or selection of the punched data as desired; 

(3) The Collator, which perfoma various operations of merging, 
filing, matching, and selection of cards, and which nay also be used to 
check the sequence of a sorted deck of cards; 
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(6) The Calculating Punch, which pe r for m operations of multiplica- 
tion and division, and punches the result directly on the card from which 
it senses the data, or on a designated following card; 

(7) The Interpreter, which prints recorded data directly on the card 
from which it "reads" the Information, as an aid in car tain manual filing 
operations; and 

(8) The Tabulator (also called the Printer) , which performs accounting 
operations of various classes of totals, and lists the data on continuous 
forms known as "ISM runs" or "IBM listings." 

b. In addition to the foregoing standard machines there are special 
machines for specific purposes, e.g., a card -operated electric typewriter, 
machines for converting the punched holes of IBM cards into teleprinter tape 
punched with the coding of the Baudot code or vice versa (for use in certain 
semi -automatic procedures), etc. Moreover, each of the standard machines 
has available a number of extra devices which may he incorporated for spe- 
cialised operations, according to the needs of the problems at hand. 

5. General cryptologic applications of the IBM system.— a. Since 
electrical tabulating equipment is primarily designed as data processing 
machinery, we may use IBM machines in cryptanalysis to facilitate and ex- 
pedite the examination of a large amount of traffic, in order to isolate 
homogeneous cryptosystems, or to prepare a group of homogeneous messages 
in many ways suitable for studying the patent or latent phenomena in the 
traffic and thus assist us in arriving at some conclusions regarding its 
cryptographic aspects, etc. AH the manual work incidental to the solu- 
tion of a cryptosystem could be performed by machine methods, but it must 
be emphasised that by no means can we assume that the era of clerical work 
is a thing of the past. Feasibility, practicability, and efficiency are 
the points which will determine what part of the work, or whether all of 
it, or none of it, should be done by machine techniques, and it is the IBM 
crypto-technician (i.e., an IBM expert with a broad background in cryptology) 
who is best qualified to advise in this respect. Although many phases of 
analysis are possible with machines, sometimes a Judicious proportion of 
machine work plus manual clerical labor will permit the solution of a par- 
ticular problem in the least possible time— certainly an important consider- 
ation in practical operational cryptanalysis. 
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b. The preliminary groundwork that was necessary in the cryptanalysis 
of the various types of cryptosystems covered in mn Cryp-fc*n*i yt.i gs 
Parts I and II, may be done by machine methods. For example, we can find 
all repetitions within a message or among a set of messages indicate by 
an asterisk those polygraphic repetitions which exceed a prescribed length; 
we can prepare message prints or work sheets arranged in proper groupings 
of characters (e.g., by period-lengths in the case of repeating-key 
ciphers, by digraphs in the case of digraphic systems, etc.); we can ob- 
tain frequency counts for single letters, digraphs, etc., of the over-all 
text, or columnar frequency counts of the text considering it to be written 
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out on various trial widths; we can search for specified idiomorphs and 
print only those sequences corresponding to the specified patterns together 
with their location in the traffic, or wa can search for isomorphic sequences 
and list their location; we can complete the plain-component sequence, both 
in monoalphabetic and polyalphabetle ciphers, and print the scores only of 
those generatrices which equal or exceed a certain predetermined threshold 
on the basis of two-category, arithmetic, or logarithmic weights; we can 
perform the f test on distributions and print only those results which meet 
with pre-established minimum standards; we can match distributions on the 
basis of the % or other tests; we can, once an additive has been recovered, 
remove the additive from superenciphered text and convert a message into 
monoalphabetic terms; and finally, having recovered all the keys to one mes- 
sage or a few messages in a particular cryptosystem, we can decrypt by ma- 
chine methods the rest of the traffic in that same cryptosystem. 



c. In the cryptanalysis of the more complex cryptosystems, there exist 
many advanced machine methods and techniques, some of which Involve the ap- 
plications of specialised equipments. A discussion of these methods will be 
reserved for subsequent volumes in this series. 




d. IBM techniques are admirably suited to assist in traffic Analysis 
studies. Traffic analysis is so closely affiliated with operational (as 
distinguished from academic) cryptanalysis that it is sometimes difficult 
to define where the one leaves off and the other begins— in present-day 
practice, these two fields of communication intelligence are complementary. 

In time of war when there is available for study a large volume of traffic 
emanating from many stations allocated into a plurality of radio nets, the 
data from Intercept logs and other traffic analysis records may be rearranged 
in various major, intermediate, and minor sorts on elements such as the 
transmitting and receiving call signs, the file date and time, the group 
count, the external message numbers, indicator groups (if these be in the 
dear), priority or secrecy classifications, etc. The use of IBM runs 
far such studies greatly facilitates the grouping of stations which belong 
to the same net, selecting traffic that is cryptographically homogeneous, 
identifying and locating duplicate massages or isologs, finding communi- 
cation "service" messages 4 which are so important to the cryptanalyst, 
identifying proforma messages or messages containing stereotyped imports, 
etc. 



e. In the compilation of codes and ciphers, IBM methods furnish in- 
valuable assistance. Through the use of machine techniques, code books are 
easily compiled several editions in advance of current needs; random alpha- 
bets for strip systems may be generated; and random keys far various cipher 
systems may be produced with facility and in volume. The use of IBM equip- 
ment eliminates the large expenditure of time and labor that is concomitant 
with the production of cryptosystems by manual methods. 



4 A service message Is a message between communications personnel pertaining to any phase of traffic 
handling, cryptographic operations, communication facilities, or circuit conditions. 
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6. Application in a typical example in cryptanalysis . — a. Let us 
assume ve hare available for study the following fire messages, 5 intercepted 
on the same day on a low-echelon ground net: 



Message Ho. 1 

RHZ DB IBP 5980KCS 180730Z 



HREVH 


FHDHU 


RMBHO 


KBFMJ 


WGMM 


WEZLV 


UDOIN 


FJFOK 


SLASH 


hhhzh 


IHUFP 


EQVWB 


BSBMQ 


HKEHH 


UQXKH 


ZHBHD 


HVREE 


BBZBH 


HRHEZ 


TTOHf 










Message Ho. 2 










UZK SB BUZ 


5980KCS 1806532 












oiranj 


ZHDQ1 


AH3WB 


RRSJG 


IGHXN 


LCHFL 


THXNJ 


FJRZT 


HUZSF 


OJWVH 


TQBAF 


TGHHJ 


KQADF 


qy.RT.T. 


LXMQX 


EJBOK 


BFERJ 


GD7I8 


NRIKQ 


HLHHU 


RZEPB 


IVCMC 


5HHAX 


MIZQL 


KORAS 


VTHGK 


HHHUZ 


JXCJQ 


WIBGQ 


BZFSZ 


IQtfPK 


hhhjk 


QR3KF 


maqn 


XZFVP 


HLQDT 


7AVRE 


ZAPQP 


FOJJQ 


XHGMK 


H7.WRTT 


DNVR 



















Message Ho. 3 

ZVH DB UZK 5980KCS 180920 Z 



MSHZH 


LASHH 


FQEKB 


ABJSX 


JXMLF 


MCIRB 


HHPJI 


RUVY 


WEESC 


SACJA 


TUHK 


FGZUJ 


YMHJX 


CJXHK 


MCHAF 


BFZAE 


QHKJE 


HRAZQ 


XJQVD 


UBSfi 


WJKKH 


KBQAE 


JUSLL 


VOCEG 


QDRA 




















Massage Ho. k 










RHZ DB VGM 


5980KCS 181000Z 












KGEHH 


UHDRS 


JZXHF 


HSFLC 


llWHHSt 


EKJWG 


KDTRH 


QVHVQ 


FQEMQ 


IASJB 


LLLOT 


HHZKB 


YQRJJ 


QVDDI 


hum 


BCHKS 


XJFGK 


zznrj 


TKIflCH 


SALTJ 


ZDIPL 


HLMUC 


WUZH 


DTPBH 


JJWQ 


JGCCB 


BBRIQ 


ZAFUH 


IHFGT 


ALJUT 


ZRCSR 


EJQXM 


VRXAG 


UGFYQ 


BJKffl 


slug 


H 
















Message Ho. 5 










RHZ DB ISF 


5980KCS 18UA-5Z 












DQBEH 


UKBFM 


JWOHH 


MHQSJ 


CBEBR 


DTBQ7 


SFBIA 


ADQQC 


JLKQP 


TNHZU 


LGIFO 


kuehk 


XFBFE 


ZEBiX 


BAMRH 


YC&LS 




ULBPQ 


XMGKP 


ZaSBD 


RDHHK 


RIQZH 


JMLLL 


3HQDL 


KQ 













5 In actual practice, It would hardly be worth while to process five short messages by machine methods. 
It will be understood that this exposition applies to a larger volume of traffic. 



